REGISTERING YOUR GRACELAND EMAIL ACCOUNT
WITH THE MICROSOFT AUTHENTICATOR APP



OBJECTIVE

Microsoft will soon be requiring all Graceland users to
register their email accounts with the Authenticator App
for multi-factor authentication.

These steps will educate Graceland users in
registering with the Authenticator App before
experiencing any disruptions logging into their email
accounts.



STEP 1

You will need your mobile device and a
laptop or desktop computer to complete
the following steps.
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STEP 2

Download and install the Microsoft Authenticator app to your mobile device. You can scan the QR Code below,
or search for Microsoft Authenticator in your app store. This app will be used later to set up authentication.

Google Play App Store




STEP 3

You will be taken to your phone's App store.

Android View: iPhone View:
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STEP 4a
FOR WORK ACCOUNTS

1) From your computer, visit my.graceland.edu (you don't need to log in.) @Gmﬂm
¥
2) Under Quick Links select Direct Link to Email* & Diract Link 1o
Email

3) Log in to your @graceland.edu account \L

Q uatest3d@graceland.edu

*You can also visit outlook.office.comto log in to your email




STEP 4b
FOR STING ACCOUNTS

1) From your computer, visit my.graceland.edu (you don't need to log in.)

2
L/ GRACELAND

2) Under Quick Links select Direct Link to Email*

& Direct Link to
Email

3) Log in to your @sting. graceland.edu account \L

aQ reacland@sting.graceland.edu

*You can also visit outlook.office.comto log in to your email




STEP 5

From the upper right-hand corner of your screen, select your initials or your
profile picture.

1 Teams call [ g
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STEP 6

Select view account.

Graceland University Sign out

uatest34 (Work Acc...

uatest34@graceland.edu

View account

Open another mailbox




STEP 7

On the left-hand side of the screen, select Security Info.

My Account

2 Overview

A, Security info

1 Devices

4
=y, Password




STEP 8

Select add sign-in method.

Security info

These are the methods you use to sign into your account or reset your password.

Default sign-in method: Phone - text +1 5158022357 Change

~+ Add sign-in method

R, Phone +15158022357




STEPS

Select Authenticator app.

Add a method

Which method would you like to add?

Choose a method

Authenticator app

Alternate phone

Email
Security questions

Office phone




STEP 10

Select add.

Add a method X

Which method would you like to add?

Authenticator app ~




STEP 11

You downloaded the Microsoft Authenticator App in steps 2 and 3 — select Next.

Microsoft Authenticator

a

Start by getting the app

On your phone, install the Microsoft Authenticator app. Download now

After you install the Microsoft Authenticator app on your device, choose "Next".

‘ Cancel Next

| want to use a different authenticator app




STEP 12

Select Next.

Microsoft Authenticator

Set up your account

If prompted, allow notifications. Then add an account, and select "Work or school”.

‘ Back

Next
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Microsoft respects
your privacy

We collect required diagnostic data
to keep the app secure and
updated. This does not include any

personal data.

Microsoft Privacy Statement

STEP 13a

From your iPhone
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Help us improve Microsoft
Authenticator

By allowing us to collect additional
non-personal data, you can help us
improve the app.

You can turn this on or off at any
time in the Settings page

Help improve the app by
sharing your app usage data

Microsoft Privacy Statement
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Secure Your Digital Life

= Sign in with Microsoft

When you are signed in with Microsoft,
all stored passwords, addresses, and
other autofill info will be available on
this device.

R Add work or school account
Bf Scan a QR code

Restore from backup




STEP 13b

From your Android

Help us improve Authenticator

Microsoft respects your privacy Secure your dlgltal life
By allowing us to collect additional
non-personal data, you can help us improve
the app.

secure 3 pdated. This does not 3 I I
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Help impfove the app by sharing your app When you are signed in with Microsoft, all stored passwords,
— D usage data addresses, and other autofill info will be available on this
device
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Continue
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STEP 14a

Using the Microsoft Authenticator App on your phone, scan the QR Code displayed on your

computer screen. iPhone View:

Computer Screen View

Microsoft Authenticator

Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Ay
app with your account.

After you scan the QR code, choose "Next". )
“Authenticator” Would

“Authenticator” Would Like to Send You
Like to Access the Notifications
Camera Notifications may include

May be needed to scan QR alerts, sounds, and icon
code to add a new account badges. These can be
configured in Settings.

‘ Can't scan image? ‘




STEP 14b

Using the Microsoft Authenticator App on your phone, scan the QR Code displayed on your

Computer Screen View

Microsoft Authenticator

Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Ay
app with your account.

After you scan the QR code, choose "Next".

‘ Can't scan image? ‘

computer screen.

Authenticator’

Allow Authenticator to

take pictures and record
video?

Android view:

o Teal 51%

App Lock enabled

To better protect Authenticator,
we've enabled App Lock by default.
To turn it off, go to the app setting



STEP 15

After you've scanned the QR Code with your phone, on your computer, select Next.

Microsoft Authenticator X

Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator
app with your account.

After you scan the QR code, choose "Next".

‘ Can't scan image? ‘

‘ Back Next




STEP 16

Enter the code displayed on your computer screen into the
Authenticator App on your phone.

View from your computer.

Microsoft Authenticator

v/

Let's try it out

Approve the notification we're sending to your ap entering number shown below.

X

View from iPhone
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View from Android

@ Are you trying to sign in?

Graceland University
mike@graceland.edu

Enter the nu r shown to sign in.




STEP 17

On your computer, select Next.

Microsoft Authenticator

Notification approved

v

Back




STEP 18

This alert will display on the right-hand corner of your computer screen.

Microsoft Authenticator app was successfully
registered

Fn, 29 Sep 2023 21:31:45 GMT




STEP 19

From your computer, select change.

Security info

These are the methods you use to sign into your account or reset your password.

Default sign-in method: Phone - text +1 5158022357 Change

{~ Add sign-in method

R, Phone +1 5158

C
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Change Delete

= Microsoft Authenticator

. o Delete
= Push multi-factor authentication (MFA)

Lost device? Sign out everywhere




STEP 20

Select App based - notification.

Change default method

Which method would you like to use to sign in?

‘ App based authentication - notification

Phone - call +1 5158022357

Phone - text +1 5158022357

I App based authentication - notification

App based authentication or hardware token - code




STEP 21

Select next.

Microsoft Authenticator X

Notification approved

v/

o |




STEP 22

This alert will display on the right-hand corner of your screen.

Your default sign-in method was updated ) 4

Fn, 29 Sep 2023 21:32:21 GMT




15

You have successfully registered your account
with the Microsoft Authenticator App!




When you log in next, this is what you will see.

Computer Screen View

B® Microsoft

rosew@graceland.edu

Approve sign in request

Open your Authenticator app, and enter the
number shown to sign in.

97

No numbers in your app? Make sure to upgrade to
the latest version.

| can’t use my Microsoft Authenticator app right now

More information

iPhone view

TIME SENSITIVE
Approve sign-in?

Leave on Time Sensitive notifications from
Authenticator? This allows Authenticator to
deliver important notifications immediately.

Leave On Turn Off

Android View

o Approve sign-in?
H 151 J%

iPhone view
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Are you trying to sign in?
Graceland University

I\a‘] rosew@graceland.edu
Enter the number shown to
sign in.
B e
rﬁ‘] No, it's not me
Yes
1 2 3
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Android View

@ Are you trying to sign in?

Graceland university
sputnam1@graceland.edu

Enter the number shown to sign in.

|—; Enter number here

NO, IT'S NOT ME

| CAN'T SEE THE NUMBER




To register an additional account with the Authenticator App, follow steps 4-22,

Computer Screen View

Microsoft Authenticator

Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Al

app with your account.

After you scan the QR code, choose "Next".

T

Can't scan image?
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Graceland University
rosew@sting.graceland.edu

Graceland University
rosew@graceland.edu

Azure AD
reacland@graceland.edu

Password: Verified IDs

substituting the steps 13a -14b with the following steps.

iPhone view

< Add account

WHAT KIND OF ACCOUNT ARE
YOU ADDING?

] Personal account

[ |

Work or school account

Other (Google, Facebook, etc.)

® When you are signed in with your
personal account, all stored passwords,
addresses, and other autofill info will be

“Authenticator” Would

Like to Access the
Camera

May be needed to scan QR
code to add a new account

OK




To register an additional account with the Authenticator App, follow steps 4-22,
substituting the steps 13a and 13b with the following steps.

Computer Screen View Android view

412 + @O Q= 81%m 412 + OO =l 81%m Q= .l 81%m

Authenticator i Q & Add account

Microsoft Authenticator

What kind of account are you adding?

Scan the QR code K] Graceland University N
Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Al mike@sting.graceland.edu Bl
app with your account. B Personal account @

Graceland University >

After you scan the QR code, choose "Next".
mike@graceland.edu B

[=] 2 [=] Q Other account (Google, Facebook, @

E] Work or school account ®
g E] Graceland University > etc.) Add work or school account

T R
7 meason@sting.graceland.edu

£

EE-I.. Scan a QR code

E. Graceland University > |§|
Signin

TestRegistrarFaculty@graceland.e...
antscan image’

CANCEL

@ When you are signed in with personal account, all stored
passwords, addresses, and other autofill info will be

ﬁ P = @ [i__!] available on this device.

Authenticat.. Passwords Payments Addresses Verified IDs




If you have any questions, please reach out to Tech Support.

techsupport@graceland.edu

0641-784-5400

Monday-Friday, 8am-5pm on the lower level of Briggs.


mailto:techsupport@graceland.edu
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